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NERC Projects

STANDARD:
CIP-014-4 Project 2023-06  CIP-014 Risk Assessment Refinement

PROJECT BACKGROUND: Action End Date
Due to an increase in reports of physical attacks on electric substations, the Federal 
Energy Regulatory Commission (FERC) issued the December 2022 Order in Docket 
No. RD23-2-000 directing NERC to evaluate the effectiveness of the Physical 
Security Reliability Standard CIP-014-3 in mitigating the risks to the Bulk-Power 
System (BPS) associated with physical attacks. In the report filed in response to a 
FERC directive, NERC staff identified continuing inconsistency in registered entity 
CIP-014-3 risk assessments to most appropriately identify critical infrastructure. 
FERC directed NERC to evaluate whether the physical security protection 
requirements in NERC's Reliability Standards are adequate to address the risks 
associated with physical attacks on BPS Facilities, including the adequacy of the 
required risk assessment in CIP-014-3 Requirement R1. In the report, NERC found 
that CIP-014-3 required revision to assure adequate and consistent approach in 
evaluating instability as well as the identification of infrastructure critical to the 
operation of the BPS.
Comment Form

Comments
& Ballot

07/03/24

https://www.nerc.com/pa/Stand/Pages/Project_2023-06_CIP-014_Risk_Assessment_Refinement.aspx
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/NERC%20Report%20on%20CIP-014-3.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/NERC%20Report%20on%20CIP-014-3.pdf
https://www.nerc.com/pa/Stand/202306_CIP014_Risk_Assessment_Refinement_DL/2023-06%20Unofficial_Comment_Form_05202024.docx
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NERC Projects
STANDARDS:
PRC-024-4

PRC-029-1
Project 2020-02 Modifications to PRC-024 (Generator Ride-through)

PROJECT BACKGROUND: Action End Date

Expedited process:
FERC Order 901 requires that IBR-related performance requirements for ride-through 
are completed and filed with FERC by November 4, 2024. The drafting team will 
address the IBR-related PRC-029 first and modify PRC-024 to only apply towards 
synchronous machines. Following the approval of PRC-029, the drafting team will 
consider additional modifications to PRC-024 to assure performance-based 
requirements for synchronous machines are adequately addressed. 

Comment

Comments
& Ballots

07/08/2024

https://www.nerc.com/pa/Stand/Pages/Project_2020-02_Transmission-connected_Resources.aspx
https://www.nerc.com/pa/Stand/202002_Transmissionconnected_Resources_DL/2020-02_Unoffical_Comment_Form_06182024.docx
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NERC Projects

STANDARD:
PRC-030-1

Project 2023-02  Analysis and mitigation of BES Inverter-Based Resource 
Performance Issues

PROJECT BACKGROUND: Action End Date

Background
This project addresses the reliability‐related need and benefit by requiring analysis and 
mitigation of unexpected or unwarranted protection and control operations from inverter-
based resources following the identification of such a performance issue. This includes 
any types of protections or controls that result in abnormal performance issues within 
the plant, including abnormal performance resulting in anomalous behavior of active 
power output from the facility during events.
Comment Form

Comments & 
Ballot

07/10/2024

https://www.nerc.com/pa/Stand/Pages/Project-2023-02-Performance-of-IBRs.aspx
https://www.nerc.com/pa/Stand/Project202302PerformanceofIBRsDL/2023-02_Unoffical%20Comment%20Form_060724.docx
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NERC Projects

STANDARD:
MULTIPLE

Project 2024-01 Rules of Procedure Definitions Alignment (Generator Owner 
and Generator Operator) Standard Authorization Request

PROJECT BACKGROUND: Action End Date

Background
The project will address concerns regarding the reliability impacts of inverter-based 
resources (IBRs) on the Bulk-Power System that do not meet the current definition of 
Bulk Electric System (BES) and have not historically been required to be registered with 
NERC for compliance with the NERC Reliability Standards. Such concerns are 
discussed in detail in the Federal Energy Regulatory Commission (FERC) November 
17, 2022 order in Docket No. RD22-4-000, in which FERC directed NERC to develop a 
work plan to address the registration of these IBRs and ensure their compliance with 
Reliability Standards by certain milestone dates. Revising the GO and GOP definitions 
in the NERC Glossary of Terms to match the registry criteria will ensure these 
previously unregistered IBRs will be subject to the NERC Reliability Standards and 
mitigate their impacts on the BPS.  
Comment Form

Comments 08/20/2024

https://www.nerc.com/pa/Stand/Pages/Project-2024-01-Rules-of-Procedure-Definitions-Alignment_GO-and-GOP.aspx
https://www.ferc.gov/media/e-1-rd22-4-000
https://www.nerc.com/pa/Stand/202401%20Rules%20of%20Procedure%20Definitions%20Alignment%20GO/2024-01_Unofficial_Comment_Form_070224.docx
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NERC – Announcement

Request for Comments
• Draft Technical Reference Document: Considerations for Performing an Energy 

Reliability Assessment – Vol 2 
– Comment period June 17, 2024 – August 16, 2024

• Draft Technical Reference Document: Considerations for Performing an Energy Reliability 
Assessment – Vol 2

• Draft Technical Reference Document: Considerations for Performing an Energy Reliability 
Assessment – Vol 2 – Comment Matrix

https://www.nerc.com/comm/RSTC_Reliability_Guidelines/1_09_Volume_2-Final_Draft_R1.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/1_09_Volume_2-Final_Draft_R1.pdf
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Comment_Matrix_Technical_Reference_Document_Considerations_for_Performing_an_Energy_Reliability_Assessment%E2%80%93Vol%202.xlsx
https://www.nerc.com/comm/RSTC_Reliability_Guidelines/Comment_Matrix_Technical_Reference_Document_Considerations_for_Performing_an_Energy_Reliability_Assessment%E2%80%93Vol%202.xlsx
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NERC Announcement

2024 Registered Ballot Body Self-Select Attestation Process
• Each RBB voting member should log into Standards Balloting and Commenting System 

(SBS) and ensure the role listed is “Voter”. Then click this link to access the attestation 
page and complete the steps to confirm there have been no material changes in the last 12 
months that affect the entity’s current Segment selection(s), thus the entity continues to 
meet the Segment qualifications (as outlined in the qualifications in Appendix 3D: RBB 
Criteria referenced below). Proxy Voters are not required to attest.

Ø Comment by 8:00 p.m. Eastern, Friday, August 16, 2024. 

• Entities with segment(s) not attested for will be removed from the system. Anyone removed 
(un-vetted) can re-apply at any time.

Appendix 3D Registered Ballot Body (RBB) Criteria

https://sbs.nerc.net/
https://sbs.nerc.net/
https://sbs.nerc.net/Attestation/SubmitAttestation/7
https://www.nerc.com/AboutNERC/RulesOfProcedure/ROP%20App%203D%20eff%2020220825%20clean.pdf
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NERC – Announcement

NERC’s 2024 State of Reliability (SOR) 
• The bulk power system (BPS) remained reliable and resilient in 2023, with no firm 

load shedding during energy emergencies and quick recovery following severe 
storms in the United States and wildfires in Canada. Although the BPS was 
extremely successful at providing reliable energy, high generator outage trends 
and ongoing inverter ride-through challenges signal potential risks that require 
mitigating action. 

Ø Full Announcement 
Ø 2024 State of Reliability Overview
Ø 2024 State of Reliability Technical Assessment 

https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fnews%2FHeadlines%2520DL%2FSOR%25202024%2520Announcement.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7C3d967e2ecf4f4ee9fe7e08dc915ca20e%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638545074290517839%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=vRp8PQmFImTaeoU8RG19ZvJ%2BwfsWwMrUvq1%2FQCPZZaM%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2FRAPA%2FPA%2FPerformance%2520Analysis%2520DL%2FNERC_SOR_2024_Overview.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7C3d967e2ecf4f4ee9fe7e08dc915ca20e%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638545074290536624%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=8Gj%2BH7jhUowbHtPuWoGUZQozHAfUp%2BP69QyJzV3y9Pk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2FRAPA%2FPA%2FPerformance%2520Analysis%2520DL%2FNERC_SOR_2024_Technical_Assessment.pdf&data=05%7C02%7Camy.klagholz%40nerc.net%7C3d967e2ecf4f4ee9fe7e08dc915ca20e%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638545074290553061%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=%2FFIqxYNeUahHSas3uI3SgHNCoHpr4lzA7%2FA85ZZuM7k%3D&reserved=0
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NERC Announcement

NERC Webinar
Ø FERC Order No. 901 Milestone 3 

Ø July 10, 2024 12:00 – 1:00 p.m. 
Ø Register

NERC Workshop
Ø Project 2022-03 – Energy Assurance Draft Team Workshop – Salt Lake City UT

Ø August 6, 2024 09:00 a.m. – 4:00 p.m. Mountain
Ø In-Person Registration (closes July 22) 
Ø Virtual Registration

https://nerc.webex.com/weblink/register/re33ac10ca341287625835466ac22fce0
https://www.eventbrite.com/e/nerc-project-2022-03-energy-assurance-draft-team-workshop-registration-928115046087?aff=oddtdtcreator
https://nerc.webex.com/webappng/sites/nerc/meeting/register/176d0c6f9d604470bec1a13fa54bbc65?ticket=4832534b000000077522ed2a2c61c25049e1e8ac203a4a06aa7b498879a6146bfd945ef0c6f0daf0&timestamp=1719242651897&RGID=rfb17a65aa247bfe3012e1b3dde83d400
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ReliabilityFirst Announcement

ReliabilityFirst (RF)
Ø Technical Talks with RF

Ø July 15, 2024 2:00 p.m. – 3:30 p.m.
ØAugust 19, 2024 2:00 p.m. – 3:30 p.m.

Ø Virtual 10th Annual Protection System Workshop for 
Technical Personnel – Register  
Ø August 7, 2024 | 9:00 a.m. – 1:00 p.m. Eastern

Ø Virtual 7th Annual Human Performance Workshop - Register
Ø August 8, 2024 | 9:00 a.m. – 1:00 p.m. Eastern

https://www.eventbrite.com/e/2024-10th-annual-protection-system-workshop-tickets-857055535177?aff=oddtdtcreator
https://www.eventbrite.com/e/2024-7th-human-performance-workshop-tickets-858106629027?aff=oddtdtcreator
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Contact

SME/Presenter: 
Gizella Mali
Gizella.Mali@pjm.com 

Elizabeth.Davis@pjm.com
Regional_compliance@pjm.com

Member Hotl ine
(610) 666 – 8980
(866) 400 – 8980
custsvc@pjm.com

mailto:Gizella.Mali@pjm.com
mailto:Elizabeth.Davis@pjm.com
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