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Important Security Alerts Monitored Threats
Exploitation of unpatched vulnerabilities

e Current Cyber Threats in 2024: EISAC
report (#17344) with analysis of current trends
In cyber threats across the industry.

Phishing and smishing attacks

Distributed Denial of Service attacks

« Solar power infrastructure hacked through ~ * Use of deepfake and Adaptive Al technology

unpatched vulnerability: Attack targeted
remote monitoring, but highlights threats to Contact PJM
solar installations.

To report unusual events, notify your normal PJM contacts.

* Hacker alliance growing: The cybercriminal
collective High Society has indicated an
interest in targeting US entities, including
critical infrastructure.

To report connectivity issues contact Member Relations.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://www.eisac.com/portal/s/article/Cyber-Threat-Intel-Report-Current-Major-Cyber-Threats-Bulletin
https://www.eisac.com/portal/s/article/Cyber-Threat-Intel-Report-Current-Major-Cyber-Threats-Bulletin
https://www.csoonline.com/article/2119281/hijack-of-monitoring-devices-highlights-cyber-threat-to-solar-power-infrastructure.html
https://www.csoonline.com/article/2119281/hijack-of-monitoring-devices-highlights-cyber-threat-to-solar-power-infrastructure.html
https://www.privacyaffairs.com/the-high-society-hacker-alliance-is-growing/
mailto:SecurityAlertTm@pjm.com
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