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The following steps should be taken to download the new certificates:

Download the new Intermediate Certificate
1) Download the new GeoTrust Intermediate Certificate
2) This link will take you to a page with the intermediate certificate. See picture below, figure 1.
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Figure 1 - Intermediate Certificate Content

3) Tosave:
a) In Chrome, right-click and select ‘Save As’
b) Internet Explorer — certificate formatting issues have been occurring with |E, Chrome works best.

4) Save the file with the name intermediate.pem. Make a note of the location of the file for future reference. For
example, c:\windows\temp

Download the new Root Certificate
5) Next, download the root certificate
6) This link will take you to a page showing the root certificate, as in the picture below in figure 2.


https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/geotrust/ica/GeoTrust_RSA_CA_2018.pem
https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/geotrust/root/DigiCertGlobalRootCA.pem

D - https://www.websecurit X ‘ ' p— - 1

C' Y | @ Secure | https//www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/geotrust/root/DigiCertGlobalRootCA...

————— BEGIN CERTIFICATE-----
MIIDrzCCApegAwIBAgIQCDVEVPBCRrGhdHr JWZHHS jANBgkghkiGowOBAQUFADBN
MQswCQYDVQQGEWIVUZ EVMBMGALUEChMMRG L naUN1cnQgSHS jMRkwFuYDVQQLEXE3
d3cuZGlnakiNlcnQuY29tMSAWHEYDVQQDEXE alldpQ2VydCBHbGI 1 YhwgUmIwdCED
QTAeFu@wNJ ExMTAWMDAWMDBaFwO ZMTExMTAwMDAWHMDBaMGEXCzATBgNVBAYTALVT
MRUWEWYDVQOK EwxEalidpQ2Vy dCBIbmMxGTAXBgNVBAS TEHA3dy SkalldpY 2VydC55
b20xIDAeBNVBAMTFBRpZ21DZX18TEdsb2 IhbCBSb290IENBMI IBI jANBgkghkiG
SWOBAQEFAAOCAQBAMIIBCgKCAQEA4vhEXLeqK TToleqUKKPC3eQyak17hLOL1sE
CSDMAZONT3C3U/dDxGRAVS31§SLdhWZAATE J254bg7 /FzTtxRULWZ scF53YnFoS7
nh6VFe63SKMI 2tavegwsSBmV/S18FvBF4q77uKNd@T3p4nVmFaG5cIzILvO7A6F pt
43C/dxC//AH2hdmoRBBYMGL1GNXRor5HA1dg9Joz+EKIYIVUX7Q6hL+hakpMfT7P
T195d16gSzeRntwiSm30FBqOasy+zbMUZBFHUymelr /y7vrTCOLUG7dBMEOM10/4
gdW7jVg/ tRvoSSiicNoxBN33shby TAPOBE] t5]let X+jkMOv IuIDAQABO MUY TAD
BgNVHQBBAFBEBAMCAYYwDWYDVROTAQH/ BAUWAWEB/ zAdBgNVHQAEF gQUAISQNVLR
TLEmBKP 16xvD17138VUnHNYDVRE BB guF oAUAISQNVBRT LtmBKP1i6xvD17130VUw
DQYIKoZ ThvcNAQEFBQADEEEBAMuCNEpIEXIK+t1ENE9SSPTfrgTleXkIoyQY/Esr
hMAtudXH/vTBH1jLuG2cenTnmCmrEbX] cKChzUy ImZOMKXDiqu8cvpOp/ 2PVSAdg
060/ nVs I8dWO41PBImPEPGFb G FYmbINOWSB I f Tttep3Sp+dWOTrcBAT+OtKIIF
PnlUkiaY4IBIqDFv8NZ5YBberOg0zli6sRBCALBNadUU+Krk2U886UAb3LUFEVELS
YSEY1QSteDwsOoBrp+uvFRTp2InBuThs4pFsivokuXclVzDAGYSj4dzp3edsthbok
CAUWTC29C79FvIC5qTPrmAESrci IxpgBX40KPHbplZWVbda=

----- END CERTIFICATE-----

Figure 2 - Root Certificate Content

7) Tosave:
a) In Chrome, right-click and select ‘Save As’
b) Internet Explorer — certificate formatting issues have been occurring with |E, Chrome works best.

8) Save the file with the name root.pem. Make a note of the location of the file for future reference. For example,
c:\windows\temp



Guide to Installing GeoTrust Certificates for Java Applications and Utilities

To import the certificate files for Java applications and utilities.

1) Load these files into your Java keystore. First, find where Java is installed.
a) Ifyou already know where java is installed, you can ignore the next steps and skip to step 2.
b) On a Unix system, you can run one of these commands - “which java”, “echo $JAVA_HOME" or “locate java”.
c) Ona Windows system, you can run the “echo %JAVA_HOME%” command.
d) For either of these, make a note of the path to the Java installation.
2) Once you have the path to the Java installation, run the following commands to install the certificates:

> cd <path_to_java_from_step_1>
> cd bin
> keytool -import -alias geotrustintermediateCA -trustcacerts -file <path_to_intermediate.pem> -keystore
<path_to_java_from_step_1>\jre\lib\security\cacerts
“*** Note for unix systems you may need to execute this as ./keytool *****

> keytool -import -alias geotrustRootCA -trustcacerts -file <path_to_root.pem> -keystore
<path_to_java_from_step_1>\jre\lib\security\cacerts
** Note: For both of these commands, you will be prompted to enter the keystore password: enter your configured

keystore password (the default is ‘changeit’) **

Note: If you see an error “already exists,” this means you already have the certificates, and can skip that step.



Guide to Installing GeoTrust Certificates for .NET Applications

To import the certificate files for .NET applications.

1) Click Start, click Run, type certmgr.msc, and then click OK.

Note: You may need administrative permissions to open certificate manager in Microsoft Management
Console snap-in.
2) Expand Certificates (local computer), expand Trusted Root Certification Authorities and then click
Certificates, shown in Figure 3.
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Figure 3 - Intermediate Certificate Store Location

3) Confirm the intermediate certificate is not already listed — GeoTrust RSA CA 2018
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Figure 4 - Confirm GeoTrust Intermediate Certificate

4) If not listed, expand certificates (local computer), expand Intermediate Certification Authorities right-
click Certificates, click All Tasks, and then click Import.
5) Import the intermediate certificate.
a. Inthe Certificate Import Wizard dialog box, figure 5, click Next.
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Figure 5 - Certificate Import Wizard

b. In the File name box (figure 6), give the path of the intermediate certificate authority file downloaded in
the first section of this document. For example, c:\windows\temp\intermediate.pem

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7B)

Microsoft Serialized Certificate Store (.S5T)

Learn more about certificate file formats
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Figure 6 - Import File

6) Click Next two times.
7) Click Finish, and then click OK. You should see a message appear ‘The import was successful’.

Import the Root Certificate
8) Expand Certificates (local computer), expand Trusted Root Certification Authorities, and then click
Certificates.
a. Inthe right pane, confirm that the certificate for ‘DigiCert Global Root CA’ is not listed.

b. Ifnot listed, import the root certificate.



c. Expand Certificates (local computer), right-click Trusted Root Certification Authorities, click All
Tasks, and then click Import.
9) Import the root certificate
a. Inthe Certificate Import Wizard dialog box, figure 7, click Next.
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Figure 7 - Certificate Import Wizard

b. In the File name box (figure 8), give the path of the root certificate authority file downloaded in the first
section of this document. For example, c:\windows\temp\root.pem

\Certificate Im

File to Import
Specify the file you want to import.

File name:

Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.F7B)

Microsoft Serialized Certificate Store (.SS5T)

Learn more about certificate file formats
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Figure 8 - Import File

10) Click Next two times.
11) Click Finish, and then click OK. You should see a message appear ‘The import was successful’.



