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1 MANDATORY ACTION REQUIRED

Browserless/AP| Two-Factor Authentication Public Key
Infrastructure (PKI) Production Implementation

/- Action on the following tools must occur by 4 p.m. on the following dates: \
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e Without the PKI certificates, browserless users will be unable to access these tools.
e Communicate the mandatory PKI requirement with your technical staff.
¢ Visit the Tech Change Forum on PJM.com > Committees & Groups > Forums
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https://pjm.com/committees-and-groups/forums/tech-change-forum
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Additional Tech Change Forum Resources Available
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Home Stakeholder Meetings Training YouTube Channel

Watch the Tech Change Forum SUMA
Browserless AP| Two-Factor Authentication

41:23

stakeholder meeting video: Tech Change Forum SUMA s
Browserless APl 2 Factor

Browserless/API 2 Factor Authentication

Videos.pjm.com > Stakeholder Meetings > Tech Change Authentication e
Forum SUMA Browserless API 2 Factor Authentication

Critical Issue Fast Path -

Minimum Offer Price Tech Change Forum
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The Tech Change Forum is a group for PJM and its members to coordinate, consolidate and
Pandemic Coordinati

share information about upcoming changes to PJM' tools and systems, The forum is for
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their organization uses to work with PJM’s tools. The purpose of the meetings are to
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¢ the design of tools” features an

« the prioritization and timingof | Mieeting Materials meetlng materlals

Tech Change ) hd 1.25.2022 - Tech Change Forum - SURA Browserless/ AP 2 Factor Authentication

Emirﬁmgmmn‘mw :mmmmumwmim i [0 1.24.2022 Browserless/AP1 2 Factor Authentication (Public Key Infrastructure - PJM-Com > Committees & Groups > TeCh Change Forum >
B v h Jan. 25 Meeting Materials > Browserless/API 2 Factor Authentication
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https://pjm.com/-/media/committees-groups/forums/tech-change/2022/20220125/20220125-browserless-ape-2-factor-authentication-public-key-infrastructure.ashx

Additional Resources Available
on the PJM Tools Security Page

A1

PJM.com > Markets & Operations > PJM Tools > PJM Security

Data Directory
Interregional Data Map PJM SeCU r]ty

PJM Tools A PJM has the responsibility to ensure the integrity and confidentiality of the systems and data
(provided by members or derived by PJM) at PJM. In pursuing this responsibility, PJM employs a
PJM Security variety of security techniques, including the use of strong passwords to authorize user requests

for access to data and systems.

Frequently Asked Questions
Certificate Replacement FAQ

PKI Certificates & Two-5tep Verification Browserless/API

System Requirements

Upcoming Changes

Tools Information V¥ Two-Step Verification

Account Manager v  Training
Authentication and Single Sign On Enhancements for PJM Tools

Automated Combustion Browserless'/AP| 2 Factor Authentication
Turbine Notification
Program PKI Certificate Authentication: Java Code Sample

( PKI Export Public Keys

Public Key Infrastructure (PKI) Demonstration
| .net Code Sample
| PKI Authentication Guide )

Billing Line Item Transfer

View the most recent presentation on PKI certificates:

PJM.com > Committees & Groups > Forums > Tech Change Forum > Tools Security Update

= Review the PKI Certificate Replacement FAQ:
PJM.com > Markets & Operations > PJM Tools > PJM
Security > Certificate Replacement FAQ

= Learn how to export public keys:
PJM.com > Markets & Operations > PJM Tools > PJM
Security > PKI Export Public Keys

= View the PKI Authentication Guide:
PJM.com > Markets & Operations > PJM Tools > PJM
Security > PKI Authentication Guide
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The Tech Change Forum is a group for PJM and its members to coordinate, consolidate and share
Pandemic Coordination information about upcoming changes to PJM’s tools and systems. The forum is for individuals

‘who work hands-on with PJM’s tools or are ible for the their

Committees
uses to work with PJM’s tools. The purpose of the meetings are to discuss:
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« how PJM can help members get ready for planned changes,
« the design of tools’ features and

www.pjm.com | Public

« the prioritization and timing of when changes will be implemented.
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https://www.pjm.com/-/media/committees-groups/forums/tech-change/2022/20220118/20220118-item-04c-tools-security-update.ashx
https://www.pjm.com/-/media/etools/security/certificate-replacement-faqs.ashx
https://www.pjm.com/-/media/etools/security/pki-export-public-keys.ashx?la=en
https://www.pjm.com/-/media/etools/security/pki-authentication-guide.ashx?la=en
https://www.pjm.com/markets-and-operations/etools/security
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