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PJM Security Update — April 2024

Important Security Alerts

e 2024 Threat Assessment: ODNI 2024 report
ATA-2024 highlights nation-state threats

» CISA report on Volt Typhoon activity:
Highlights actions for critical infrastructure
leaders

» Microsoft update on Midnight Blizzard
attack: Attackers using data found in emails,
and have increased their volume of attacks

» CISA, FBI, MS-ISAC update DDoS guide:
Updated guidance on responding to DDoS
attacks
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Key Threats

Exploitation of unpatched vulnerabilities
Phishing and smishing attacks
Distributed Denial of Service (DDoS) attacks

Business email compromise

Contact PJM

To report unusual events, notify your normal PJM contacts.

To report connectivity issues contact Member Relations.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf
https://www.dni.gov/files/ODNI/documents/assessments/ATA-2024-Unclassified-Report.pdf
https://www.cisa.gov/resources-tools/resources/prc-state-sponsored-cyber-activity-actions-critical-infrastructure-leaders
https://msrc.microsoft.com/blog/2024/03/update-on-microsoft-actions-following-attack-by-nation-state-actor-midnight-blizzard/
https://www.cisa.gov/sites/default/files/2024-03/Understanding%20and%20Responding%20to%20Distributed%20Denial-of-Service%20Attacks_508c.pdf
mailto:SecurityAlertTm@pjm.com

é/ Contact

Presenter:
Joe Callis

Joseph.Callis@pjm.com

Security Update Member Hotline
(610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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