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é/ PJM Security Update — July 2023

Important Security Alerts Key Threats

- CISA Advisory AA23-158A: An unpatched Exploitation of unpatched vulnerabilities
vulnerability is being actively exploited.

Phishing and smishing attacks

- Distribut ial of service attack
» Cloud App Guidance: CISA guidance on Bzt GlEmE] O SlEne

securing cloud business applications.

Business email compromise

« DDOS Attacks by Anonymous Sudan: Contact PJM
Threat group targeting Australian
organizations.

To report unusual events, notify your normal PJM contacts.

To report connectivity issues contact Member Relations.
« E-ISAC Report on Vendor Cyber Attack:

CMMS Vendor Targeted in Ransomware
Attack.

To report suspicious email, notify SecurityAlertTm@pjm.com.

Share this info with your security team.
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é/ Contact

Presenter:
Jim Gluck
jim.gluck@pjm.com

Member Hotline
Security Update (610) 666 — 8980

(866) 400 — 8980

custsve@pjm.com
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Report suspicious email activity to PJM. _
610) 666-2244 / it_ops_ctr_shift@pjm.com &




