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= PJM Security Update — October 07, 2022

Important Security Alerts PJM Actions

Following DHS CISA shields up recommendations

« Python Phishing Campaign: Supply chain attacks
against Python PyPI developers.

Blocking international and anonymized network traffic

- AA22-265A - Control System Defense: DHS CISA Prioritizing external vulnerability remediation

joint advisory on securing OT/ICS assets.

Exercising incident response plans

» Cyberattack on Italian Energy Agency: GSE was
victim of a ransomware attack by AlphV/BlackCat. Contact PJM

To report unusual events, notify your normal PJM contacts.

 CISA Strategic Plan: CISA announced their strategic
plan for 2023-2025.

To report connectivity issues contact Member Relations.

To report suspicious email, notify SecurityAlertTm@jpjm.com.

» Malware Impacting Vmware Products: VMware has
provided mitigation and detection guidance.

Share this info with your security team.
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Report suspicious email activity to PJM. _
610) 666-2244 / it_ops_ctr_shift@pjm.com &




